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tionally, we enhance device security against physical and cloning attacks by integrating physical unclonable functions with certificateless
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anonymity and ensure privacy within Web3 environments, we employ fuzzy extractor technology, allowing for updates to pseudonymous iden-
tity identifiers while maintaining key consistency. The proposed protocol ensures continuous and secure identity authentication for loT de-
vices in practical applications, effectively addressing the pressing security concerns inherent in loT network environments and contributing to

the development of robust security infrastructure essential for the proliferation of loT devices across diverse settings.
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1 Introduction
n the era of Web3 and the metaverse, the Internet of
Things (IoT) plays a pivotal role in shaping the landscape
of digital connectivity and immersive experiences!" . As
decentralized networks and blockchain-based technolo-
gies redefine the way we interact with digital platforms, the
IoT acts as a fundamental enabler, bridging the physical and
digital realms'* °'. By seamlessly integrating a myriad of inter-
connected devices, sensors, and actuators into the digital fab-
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ric, the ToT facilitates real-time data exchange, automation,
and smart decision-making within the metaverse environment.
Moreover, in the context of Web3, where user sovereignty and
data ownership are paramount, the IoT empowers individuals
to leverage their connected devices to assert control over their
digital identities and assets securely. Whether it is enhancing
virtual experiences through augmented reality devices or en-
abling smart environments that adapt to users’ preferences in
the metaverse, the IoT emerges as a cornerstone technology,
driving innovation and connectivity in the Web3 and meta-
verse era.

Among the various measures to ensure loT security, iden-
tity authentication is crucial as it lays the foundation for the
rapid and healthy development of loT applications and is
key to maintaining network security. Identity authentication
in IoT applications primarily ensures the legitimacy of de-
vices through effective verification methods, establishing
trust relationships between devices and ensuring secure data
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communication. Moreover, it effectively prevents malicious
devices from accessing loT systems, averting potential secu-
rity incidents and ensuring the safe and reliable operation of
IoT systems. Therefore, strengthening research on IoT identity
authentication technology is of significant practical impor-
tance for safeguarding loT security and promoting its healthy
development.

To ensure communication security, certificateless cryptogra-
phy technology has been widely applied in the design of iden-
tity authentication schemes. This cryptographic system, with
its notable advantages of not requiring key management and
simplifying certificate management processes, has garnered
significant attention and active research from academia and in-
dustry worldwide. Furthermore, the combination of blockchain
technology with the IoT is considered a crucial development
trend. The distributed nature of blockchain is highly suitable
for meeting the network access requirements of IoT devices in
dynamic environments. Additionally, blockchain’ s traceabil-
ity provides potential avenues for privacy protection and ac-
countability of ToT devices. These characteristics of block-
chain technology, particularly its data storage and distributed
architecture, provide a technical foundation for achieving effi-
cient, secure identity authentication, and trusted access for
[oT devices.

However, existing identity authentication schemes based on
certificateless cryptography and blockchain technology still
have shortcomings that prevent them from meeting authentica-
tion requirements in loT scenarios. These include significant
computational and communication overheads, making them
unsuitable for resource-constrained loT scenarios, inadequate
defense against common malicious attacks such as physical/
cloning attacks, and insufficient support for key security fea-
tures such as dynamic anonymity.

This paper addresses the security and efficiency issues fac-
ing current loT device identity authentication. For single-
device authentication scenarios, a novel trusted loT device
identity authentication protocol is proposed, combining certifi-
cateless cryptography for secure and efficient identity authen-
tication between loT devices and introducing blockchain tech-
nology for trustworthy data storage and traceability within the
authentication system. Initially, authentication services are
shifted from centralized trusted authorities to edge devices,
with edge authentication gateways and servers assuming iden-
tity authentication responsibilities, thereby decentralizing the
authentication architecture. Furthermore, the protocol inte-
grates physical unclonable functions with certificateless cryp-
tography to safeguard device secret values against malicious
attacks, ensuring the integrity of device signatures. Finally, dy-
namic anonymity in the authentication process is achieved
through fuzzy extractor technology, enabling the continuous
change of users’ pseudonymous identities while maintaining
the consistency and security of digital signatures, thus enhanc-
ing user anonymity.

2 Related Work

2.1 Certificate Based Identity Authentication Schemes
Identity authentication schemes can be categorized into cen-
tralized Public Key Infrastructure (PKI)-based schemes and
decentralized schemes based on Distributed Public Key Infra-
structure (DPKI). Traditional PKI relies on centralized authori-
zation and authentication, often leading to single points of fail-
ure, particularly in ToT environments where numerous certifi-
cate issuance requests might overwhelm central CA servers,
impacting service availability. DPKI-based schemes address
these shortcomings by leveraging distributed infrastructures
like blockchain, granting users complete control over their
digital identities while ensuring privacy protection. For in-
stance, SAMIR et al.' proposed Decentralized Trustworthy-
Self-Sovereign Identity Management (DT-SSIM), a framework
utilizing Shamir’ s secret sharing scheme, blockchain, and
smart contracts for identity sharing management, integrity
checks, and user identity verification. Similarly, YIN et al."”
presented a distributed IoT identity scheme integrating loT de-
vices as lightweight blockchain nodes and incorporating a
dual-certificate model based on commitments and Bullet-

Bl proposed a

Proofs for privacy protection. BAO et al.
blockchain-based identity management scheme for industrial
IoT, ensuring identity authenticity, blindness, unlinkability,
traceability, revocability, and public verifiability. Moreover,
VERMA et al."” introduced an efficient aggregation signature
scheme for industrial IoT, improving performance, especially
in computational overhead and execution time, crucial for
resource-constrained ToT devices. Despite DPKI’ s advance-
ments in enhancing user key security and reducing private
key transmission needs, certificate authentication and manage-
ment remain challenges due to resource-intensive operations
like revocation, storage, distribution, and authentication. Fur-
ther research and optimization are required to enhance DPKI’
s applicability, especially in resource-constrained IoT sce-
narios such as smart homes and vehicular networks.

2.2 Identity Authentication Schemes Based on Certificate-
less Cryptography

AL-RIYAMI and PATERSON introduced Certificateless
Public Key Cryptography (CL-PKC) to address key manage-
ment issues in identity-based cryptographic systems!”. CL-
PKC eliminates the need for certificate authentication while
resolving key management problems by involving a Key Gen-
eration Center (KGC) that generates partial private keys for us-
ers. DING et al. designed an anonymous identity authentica-
tion scheme based on an elliptic curve and certificateless sig-
nature technology, suitable for resource-constrained IoT de-
vices, effectively resisting impersonation attacks!"". WANG et
al. developed a reliable and efficient certificateless signature
scheme using blockchain technology and smart contracts to
address potential issues such as man-in-the-middle attacks
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and KGC compromise!'?. LI et al. proposed a lightweight au-
thentication scheme for Information-Physical Energy Systems
(IPES) combining elliptic curve cryptography and certificate-
less cryptography!™.  In  vehicular ad hoc networks
(VANETSs), WANG et al. introduced a certificateless anony-
mous revocable authentication protocol for vehicle-to-vehicle
communication, ZHOU et al. presented a privacy-
preserving identity authentication protocol based on certifi-
cateless aggregate signature schemes, while ALI et al. pro-
posed an Enhanced Lightweight and Secure Certificateless
Authentication Scheme (ELWSCAS)!" "%/ IQBAL et al. pro-
posed a Certificateless Aggregate Signature (CLAS) scheme
based on super elliptic curve cryptography!"’. These schemes
balance authentication efficiency and security, offering alter-
natives suitable for scenarios where key management burdens
are intolerable.

3 Methodology

3.1 System Design

3.1.1 System Model

As is shown in Fig. 1, the identity authentication system
proposed in this paper mainly consists of the following three
types of entities: Trusted Authority (TA), Edge Authentication
Gateway (EAG), and ToT Terminal Device (TD). Each entity is

described as follows:

TA, as an authoritative entity with abundant computational
and storage resources, is the highest authority node in the sys-
tem, responsible for generating and publishing the system’ s
public parameters. TA also manages the identities of TD, in-
cluding generating pseudonym identity markers, enabling the
traceability of real identities, and functionalities such as iden-
tity revocation.

EAS, as the honest node, has stronger computing and stor-
age capabilities than EAG and is mainly responsible for veri-
fying the legitimacy of the aggregated signatures forwarded
by EAG.

TD is generally considered as an untrusted node with
relatively limited computational and storage resources. TD
requires identity authentication when accessing networks
or data.

3.1.2 System Assumption

Based on reasonable assumptions, this paper proposes an
authentication scheme for IoT devices based on a distributed
architecture. The assumptions are as follows:

1) Trusted authority organizations are legitimate and abso-
lutely trustworthy.

2) System initialization and key distribution phases are con-
ducted in a secure communication environment, preventing
malicious attackers from stealing relevant communication data
during these phases. How-
ever, during the authenti-
cation phase, malicious at-
tackers might still be able
to eavesdrop, forge, or tam-
per with the transmitted

AT TP, U PP AT St messages.
. / .
N % : : / & 3) All IoT devices are
Cog N \ ’ x® . .
KN A : embedded with Physical Un-
RSN \ / P :
> : I r o2 & cloneable Function (PUF)
AR & . .
= Lol Lo e e e I ST O chips, and there is no need
/ 4 ! 177 N i
\ 122 b to employ error correction
\
(( )) (( )) mechanisms to ensure the
EAG l I EAG

2
=~
e
=
< e
\ = 7 and traceability
~ < e
________ =T oo s
S
L
£
3
N
g
Real-time data on-chain
Trusted verification and
TA traceability

EAG: edge authentication gateway ~ EAS: edge authentication service

A Figure 1. System architecture

ZTE COMMUNICATIONS
June 2024 Vol. 22 No. 2

32|

Real-time data
on-chain

Trusted verification

TA: trusted authority

unclonability and tamper-
proof nature of PUFs.

3.2 Scheme Description

The identity authentica-
Blockchain tion protocol proposed in
this paper mainly includes
ten parts: system initializa-
tion, secret value genera-
tion, pseudonym identity
generation, partial private
key generation, signature

TD: terminal device generation, signature veri-

fication, batch signature
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generation, batch signature verification, pseudonym iden-
tity update, and identity revocation. The following section
details the specific algorithmic implementations of these
components.

3.2.1 System Initialization Phase

The system initialization phase is carried out by TA, mainly
used for generating public parameters and a master key for the
system. When inputting the security parameters, TA randomly
selects a large prime number ¢ that satisfies ¢ > 2* and an el-
liptic additive cyclic group G of order g over the finite field F.
P is the generator of the group G. TA chooses six secure hash
functions H.:{0,1}" — Z{I(i =1,2,-+-,6) and randomly
chooses msk € Z as the system master secret key and calcu-
lates the corresponding public key MPK = msk + P. Then, TA
chooses a fuzzy extractor Fpy, = (Gen, Rep), where Gen and
Rep respectively represent the key generation algorithm and
the key reproduction algorithm of the fuzzy extractor. Finally,
TA obtains the system public parameters Params =
(¢,G,P,MPK,,,H,,H,,H,,H,,H,,H, F\,) and broadcasts
them within the system.

3.2.2 Secret Value Generation Phase

In the secret value generation phase, TD generates a secret
incentive value and its public key based on the secret incen-
tive value and the PUF function. TD determines the secret
challenge value ¢, and generates the response value ry), =
PUF (¢;p) based on PUF. Then, TD computes s, = H, (1)
as its secret key and calculates the corresponding public key
Spp = s P

Different from existing solutions, TD does not directly store
the private key sy, but instead store a secret challenge value
¢yp determined by themselves. Even if an attacker success-
fully steals this secret value, they cannot generate an identical
private key based on this secret value due to the unclonable
and tamper-proof characteristics of PUF. Therefore, this
mechanism can effectively resist physical/cloning attacks by
attackers on loT terminal devices.

3.2.3 Pseudonym Identity Generation Phase

During the pseudonym identity generation phase, TD col-
laborates with TA to generate a pseudonym identity, which is
used for subsequent anonymous communication of TD. As-
suming TD’ s real identity marker is RID,,, TD sends its
public key S,, along with RID, to TA to apply for the gen-
eration of a pseudonym identity. Upon receiving the pseud-
onym identity generation request message from TD, TA first
verifies the legitimacy of the request from TD: TA checks if

it exists in the malicious device list List maintained by

malicious
TA. If it is on the list, the request is denied. Otherwise, TA
proceeds to calculate the pseudonym identity PID,, =

H,(S,,, msky, ) ©RID,,;, and sends it to TD.

3.2.4 Partial Private Key Generation Phase

The partial private key generation phase mainly completes
the generation of partial public/private keys of TD and fuzzy
extractor key.

1) Extract Partial Private Key

Upon receiving (S, PID ;) from TD, TA chooses v, € Z,
and calculates the corresponding public key V,, =v,, - P.
TA computes the partial private key dp, = vy, + mskqy, - by,
where h, = H;(MPK,, Vyp, PID ).

2) Extract Fuzzy Extractor Key

TA executes the following formula to obtain the fuzzy extrac-
tor key &,, and  helper string m,, of TD:
< 8ps Myp >=Gen(PID ), where Gen() is fuzzy extractor’ s
key generation algorithm. TA calculates the TD’ s on-chain in-
dex idx,, = H,(8,;) and uses it as an input parameter to trig-
ger the smart contract, which uploads TD’ s public key pair
(Ssp, Vyp) and pseudonym identity PID;, to the blockchain for
certification, and set a certain validity period for PID,. TA se-
cretly keeps TD’ s original pseudonym identity PID ... =
PID,, and helper string 17,,. At the same time, to ensure that
TD’ s partial private key and helper string are not leaked to
other nodes in the network, TA sends them to TD through a se-
cure channel, and similarly sends 1,, to EAG within the do-
main through a secure channel. After receiving them, TD can
verify the legitimacy of the partial private key through the fol-
lowing equation. Ultimately, TD completes the identity regis-
tration process in the system, obtaining the secret value pair
(¢7p»> dps 87p) and the public key pair (S, Vip )-

3.2.5 Signature Generation Phase

1) Offline Signature Generation

TD chooses e;;, € Z, and computes £, = ey, - P. TD com-
putes O .. =€ +dy - h, and obtains offline signature
T itine = (Eps O onine ), where hy = H(Eqy, Sy, Vi, PIDy, ).

2) Online Signature Generation

After comfirming the message M, TD obtains the latest time-

stamp T_,, and recovers its secret key s, = H, (PUF (cy,)).

send
TD computes ¥,y = & . + Spyhy and obtains signature
Oy = (Epy, Oy ), where hy = Ho(Ep), M, T, 6). Finally,
TD initiates an authentication

(04 M, T...,. PID,, ) to EAG.

request and  sends

send?

3.2.6 Signature Verification Phase
EAG first checks the legitimacy of T, and PID,. If they
are illegal, the authentication message is rejected; otherwise,

send

EAG restores the fuzzy extractor key 8, = Rep(PID ., 1) of
TD and verifies the legitimacy of the signature through the fol-
lowing equation:

ﬁTD'P:ETD+h£'(VTD+h;'MPKTA)+h§'STD7 (1)

where h! = H,(MPK,,, Vy,. PID,,), h! =
H(E s Spps Vs PID,,) ), and b = Ho(Epy M, T, 0. 8p). 1f

send ?
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the equation holds, the received o, is a legal signature and
the TD’ s identity authentication is successful. Otherwise,
EAG refuses to receive messages from TD, and TD identity au-
thentication fails.

The following equation proves the correctness of Eq. (1):

Sy P=(ey +dyy - hy+sy - hy)-P=
e P+ (vgy + mskyy - hY) - hy - P+sp, - hy- P =
Epy+hy - (Vi + hy - MPK )+ hy - Sy (2)

3.2.7 Batch Signature Generation Phase

When EAG receives multiple authentication request mes-
sages from different devices in a short period of time, EAG
first checks the validity of the timeliness of these messages. If
the timestamp of a message has expired, the authentication mes-
sage is invalid. After that, EAG calculates 9, = zﬂi and ob-

=

g = (19agg, E,,E,, -, E,). Even-
M,T,),. 12 10 EAS.

tains an aggregate signature o
tually, EAG forwards (o,
3.2.8 Batch Signature Verification Phase

After receiving (Uagg, M,T,),. (2. from EAG, EAS calcu-
lates 6, = Rep(PID,,m;), hy=H,(MPK,,,V,,PID,), h,=
H,(E,S,V,PID,), and hi=H,(E,M,T,8,). If Eq. (3)
holds, all related devices are successfully authenticated. Oth-
erwise, EAS rejects all the authentication messages.

ﬁugg~P=219i-P=
z(ei+(ii'hé+si'h;):
i=1

DUE + hy(V,+ ki - MPKy,) + 1Y - S, . 3
1=1

3.2.9 Pseudonym Identity Update Phase

TA obtains TD s original pseudonymous identity PID ..,
from the security database and executes Algorithm 1 to gener-
ate a new pseudonymous identity PID};". Then, TA executes
the relevant smart contract and updates TD’ s pseudonymous

identity on the chain.
Algorithm 1: Pseudonym Identity Update Algorithm

L. input: original pseudonym identity PID .
2. output: updated pseudonym identity PID7;).
3. TA performs the following steps:

4. TA converts PID

5. TA randomly selects d different bits in binary_pid (d is

to binary string binary_pid;

origin

the maximum distance tolerated by the fuzzy extractor);
6. For each selected bit on binary_pid:

~

if the corresponding bit is O then
flip this bit to 1;

*
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9. else
10. flip this bit to 0;
11. end

12. TA converts the updated binary_pid into an integer form

and obtains a new pseudonym identity PID7;)".
3.2.10 Identity Revocation Phase

In the identity revocation phase, TA performs the following
steps to revoke TD s identity:

1) When TD is detected as a malicious node, TA first ob-
tains TD" s original pseudonym identity PID,,,, and calcu-
lates TD’ s real identity RID , = H, (S, msky, JOPID

2) TA triggers the smart contract to update the TD pseud-

origin®

onym identity status to “revoked”.
3) TA adds TD’ s real identity to the malicious node black-
list List

malicious*

4 Evaluation

4.1 Setup

Regarding the identity authentication protocol designed in
this paper, relevant experimental simulations are conducted in
this section. All simulations in this section were performed on
a personal laptop configured with an AMD Ryzen 75800H
with Radeon Graphics 3.20 GHz 16.0 GB RAM, running the
Windows 10 operating system. The simulations were imple-
mented using the C programming language and simulated rel-
evant cryptographic operations through the MIRACL crypto-
graphic library. For the evaluation of computational and com-
munication overheads, we selected a super singular elliptic
curve defined over a finite field, where p and ¢ are large prime
numbers with 160 bits each. To obtain more accurate experi-
mental results, each experiment was repeated 50 times, and
the average of all test results was taken as the final experimen-
tal result. In the experiments, the proposed scheme was com-
pared with identity authentication schemes from Refs [18 -
21], considering computational overheads, communication
overheads, and security features for scheme comparison. The
measured time cost of different operations is shown in Table 1.

4.2 Computation Cost Comparison
As shown in Table 2, in the authentication scheme pro-
posed in this paper, the computational costs of signature gen-

VTable 1. Running time of cryptographic operations

Notations Operation Execution Time/ms
T, Bilinear paring operation 3.6425
T, Scalar multiplication in bilinear pairing 0.2339
T, Addition in bilinear pairing 0.165 8
T Scalar multiplication in ECC 0.137 3
T, Addition in ECC 0.096 0
T, Map to point hash operation 38133

ECC: elliptic curve cryptography
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VTable 2. Comparison of computation cost of schemes

Scheme Single Signature Single Verification Aggregate Verification
SHEN et al."” (3T, + 1T, + 1T,,),, 3T, + 2T, nT,, + 17, +(n - T,
KUMAR et al"” (3T, + 1T, + 1T,,),, 3T, + 2T, + 2T, + 1T, 37, + (n + DT, + nT,, +(3n = 2)T),
KAMIL et al.*”! (37, + 1T,,),. 37, + 3T, + 17, 3T, +(2n + DT, +(2n - DT,
ZHU et al.?! (31, + 1T,,),, 4T, + 3T, (5n +2)T,, +(Tn + 4)T,,
Ours 4T + 3T n + 4+ (4n - §
(Tendun (B3n + VT, + (4n - DT,

(), The signature algorithm is executed online.

eration and  signature  verification  algorithms  are

(T, )= 0.14 ms and 4T, + 3T, ~ 0.84 ms, respectively.
Since the authentication schemes in Refs [18], [19] and [20]
require complex operations like bilinear pairings or point-to-
hash operations, the computational overhead of these schemes
is considerable. In comparison, the computational costs in
both signature generation and verification stages of the pro-
posed scheme are lower. Moreover, considering the utilization
of online/offline signature aggregation techniques in this pa-
per, the primary time overhead in the signature generation
stage occurs during the offline signing phase. In the online
stage, TD only needs to perform very minimal modular multi-
plication and addition operations, enabling a more efficient ex-
ecution of the signature algorithm compared to the scheme in
Ref. [21]. Consequently, this scheme can better meet the real-
time requirements of current loT scenarios.

Regarding the computational costs of signature verification,
the time required for the authentication schemes in Refs. [18 -
21], and the proposed scheme in this paper are 18.55 ms,
19.19 ms, 11.50 ms, 0.84 ms, and 0.84 ms respectively. By
employing a reduced number of modular multiplication opera-
tions instead of bilinear pairing computations, the computa-
tional overhead of the proposed scheme is also superior to
those in Refs. [18 — 20].

Besides, the computation time cost of aggregate verification
in each scheme increases linearly with the number of aggre-
gated signatures. Specifically, the scheme in Ref. [19] re-
quires the highest computation cost while the proposed
scheme has the best computational efficiency.

4.3 Communication Cost Comparison

To evaluate the signature length and communication over-
head of the proposed scheme, this experiment introduces the
following metrics: IGl, 1G,| and IZ |, which represent the size of
group elements based on elliptic curve, bilinear pairing, and
integer field, respectively. In this experiment, the specifica-
tions for each metric are defined as follows: |Gl is 320 bits,
IG,'is 1 024 bits, and IZ, | is 160 bits.

As shown in Table 3, compared to the authentication
schemes in Refs. [18 — 21], the single signature of the pro-
posed scheme is reduced by 76.57%, 76.57%, 76.57% and
50% respectively. Although the communication overhead of
the scheme in Ref. [21] is the same as that of the proposed

(-)o5r : The signature algorithm is executed offline.

scheme, it is difficult for this scheme to meet the security re-
quirements of dynamic anonymity and resistance to physical/
cloning attacks in IoT scenarios. Also, we can find that the
length of aggregate signature in our scheme is smaller than
that of schemes in Refs [18], [20], and [21]. Besides, although
the aggregate signature length in Ref. [19] is less than that in
the proposed scheme, the scheme in Ref. [19] has less than
ideal computational efficiency and cannot provide user ano-
nymity protection.

In conclusion, in the IoT environment, there are numerous
devices that often have limited resources, such as restricted
storage space and computing power. Compared to traditional
authentication schemes, the proposed scheme does not require
the storage and management of a large number of certificates
and has low computational and communication overhead. This
can significantly reduce the demand for storage resources, sim-
plify the hardware requirements of devices, and thereby lower
the overall system costs.

4.4 Security Analysis

No adversary can forge any user’ s identity authentication
message, even if he/she has access to the public message.
Also, the privacy information of non-target users can be ob-
tained. Hence, the unforgeability ensures that the validity of
the authentication message represents the identity legality of
the message sender.

In the security model of certificateless public key cryptogra-
phy, there are mainly two types of attackers:

1) Type I attacker A : This type of attacker is an external at-
tacker that can obtain the user’ s private key, but does not
have the ability to obtain the system’s master key;

2) Type II attacker A,: This type of attacker simulates an
honest but passive KGC, capable of obtaining the system’ s
master key, but without the ability to replace any user’s pub-

VTable 3. Comparison of communication cost of schemes

Scheme Single Signature Length/bits ~ Aggregate Signature Length/bits
SHEN et al."™ 21G,1 = 2048 (n+ 1G] =(n+1)2048
KUMAR et al."”! 21G,1 = 2048 (n+ 1)IG,| =(n+1)2048
KAMIL et al.*” 21G,1 = 2048 21G,1 =2048
ZHU et al.”! 2161 + 217 | = 960 2nlGl + 217, | = 640n + 320
Ours Gl + 11Z | = 480 nlGl + 11Z, | = 320n + 160
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lic key.

The security (unforgeability) of the certificateless signature
algorithm is mainly proved by the games between the attacker
A e{A,,A,} and the challenger C € {C,, C,}.

Lemma 1: If there exists an adversary A, who can forge a
valid signature with a non-negligible advantage &, we can build
a challenger C, who can solve the hardness of ECDL problem

1
with an obvious advantage &} > (1 - *) S — ,
e)\e(qg, +q,+ 1)‘]11!2

where ¢,, ¢, and g, denote the number of Partial-Private-Key-

Extract query, Private-Key-Extract query, and H, oracle
query, respectively.

Proof: In the beginning, the challenger C, takes an instance
(P,aP) of the ECDL problem as input, and its purpose is to
compute a.

Setup: In this stage, C, executes the system initializa-
tion algorithm and obtains the public parameters of the
Params =(q,G,P,MPK,H,,H,,H;, Fy;). H,(i =

1,-++,6) are six random prediction machines. C, then picks

system

PID" as the target user.

Query: In this stage, the challenger C, can query the follow-
ing oracles adaptively and polynomially.

* Create-User Query: When C, receives Create-User Query
with PID; as input, it first checks whether there is a tuple
(PID,,S,,V,s.,d,,b.,flag) in the list L. If so, C, sends
PK, =(S,,V,) directly to A,. If no, C, performs the following
operations: 1) If PID, # PID", C, randomly selects s, d,,
hi e Z, calculates V, = d,P — h\MPK, S, = s5,P, and < §,,n, >
= Gen(PID,), and sets flag = False=; 2) If PID, = PID", C,
randomly selects v,, s, h' Z, and calculates V; = v, - P and
S.=s, - P, letting d, =L and flag = False. Finally, C, returns
PK,=(S,,V,) to A, and adds (PID,S,,V,,s,;d..0,,flag) and
(MPK, V, PID,, h%)to the lists L

* H, Query: When C, receives an H, Query from A, with in-
put (MPK, V,, PID,), it first checks for the existence of tuples
(MPK, V., PID,, h') in list L,. If so, C, will directly send h' to
A,. If not, C, will submit the corresponding Create—User query
with PID, as input, then find h’ from list L, and send it to A .

* H, Query: When C, receives an H, Query from A, with in-
put (E,S,V,PID,;), it first checks whether a tuple
(E,S.,V,PID,h.) exists in list L,. If so, C, sends h}, directly
to A,. If it does not exist, C, randomly selects h) e Z, and
sends it to A, adding (E,, S,, V,, PID,, h}) to list L,.

* H, Query: When C, receives an H, Query from A, with in-
put (E;,M,t,8,;), it first checks whether a tuple
(E,,M,t,,8, h%) exists in list L,. If so, C, sends h’ directly to
A,. If it does not exist, C, randomly selects h} € Z, and sends
ittoA,, adding (E,, M, t,,8,, h})to list L.

* Partial - Private - Key - Extract: When C, receives Partial-
Private - Key - Extract Query with input PID, from A,, it deter-
mines whether PID, and PID" are equal. If they are equal, the

and L, respectively.

user

C, query is terminated. Otherwise, C, checks whether a tuples
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(PID,,S,,V,,s,,d,;,6,,flag) exists in list L
sends (d;,8;, V,) obtained by list L

i

wor 1 80, € directly
to A,. If not, C, submits
PID, as input to the corresponding Create - User Query, then
finds (d;,6,, V) from the list L, and sends it to 4,

* Secret-Value-Extract: When C| receives a Secret-Value-Ex-
tract Query from A, with PID, as input, C, checks whether a
tuple (PID,, S, V.,s,,d;, 6., flag) exists in list L. If so, C,
sends (s;,S;) obtained by list L, to A,. Otherwise, C, submits
PID, as input to the corresponding Create—User Query, and
then finds (s;, S;) from the list L

* Private-Key-Extract Query: When C| receives a Private-

user

user?

user

and sends it to 4.

user

Key - Extract Query with PID, as input from A, it determines
whether PID; and PID" are equal. If equal, the inquiry is ter-

minated;  otherwise, C, checks whether a tuple
(PID,,S,,V,,s,,d,;, 5, flag) exists in the list L. If so, C, di-
rectly sends SK; = (s,,d,,8,) obtained by list L, to A,. Other-

wise, C, submits PID, as input to the corresponding Create -
User Query, and then finds SK; = (s, d;,6,) from list L, and
sends ittoA,.

* Replace-Public-Key Query: When C| receives A, Replace-
Public-Key Query with (PID,, S!, V) as input from A, it deter-
mines whether PID, and PID" are equal. If equal, the inquiry
is terminated; otherwise, C, gets (PID,,S,,V,,s,,d;, 5, flag)
from list L, and replaces (S, V;) in the list with (S}, V).

e Sign Query: When C, receives the Sign Query with
(PID,,M;) as input from A,, it determines whether PID; and
PID" are equal. If PID, # PID" and s, #L, C, selects e, h}, and
h% € Z, at random and calculates E; = ¢, - Pand &, = e, + d, -
ki + s, - hi, where hi=H,(MPK,V,PID,) and h}=
H,(E, S, V,PID,). C, then sends the signature o, = (9,, E,
to A, and adds (E,, S, V,,PID,h}) and (E,, M, 1,8, ) to
the lists L, and L, respectively. If PID, = PID", C, gets
(PID,,S,,V,s;,d,,b, flag) and (MPK,V,,PID,, k') from the
lists L,,, and L,, where: s, =L and d, =L. &,, h}, and h' e Z,
are randomly and E, =&, -P—-hi(V,, +h -
MPK) - hY - S, is calculated. Finally, C, sends the signature
o,=(3,E,) to A, and adds (E,S,V,PID,h}) and
(E.,M_t,,8,, h%)to the list L, and L, respectively.

Forgery: When C, receives forged signature o* = (E",¢")
from A, about (PID",M"), it determines whether PID, and
PID" are equal. If not, C, terminates the game. Otherwise, C,

selected

replays A, and gets a new forged signature o™ = (E",9")
about (PID", M"). From this, C, can obtain:

5

19*:6"5+h;(1)*+a -hT)-{-s .h;
SV = R bahy) s R (4)
gt
In turn, €, outputs a = 1* % - v | as the solution
hl h2 — hz( )

to the elliptic curve discrete logarithm problem.
Next, we define the following events:
Event E: E, indicates that C, does not terminate the game
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during the query phase.

Event E,: E, indicates that C, does not terminate the game
during the Forgery phase.

Event E.: E, indicates that the forged signature " and o™?'
about (PID", M") are valid signatures

Based on game analysis, we can calculate:

9t
1
Th bability of £, is Pr(E,) 2|1 - ——— .
e probability of E, is Pr(E,) ( q1+q2+1)
1
Th bability of E, is Pr(E,) = ————.
e probability of E, is Pr(E,) PR
According to the Forking lemma, if one legitimate signature
can be output by an advantage &,, the probability of two legiti-
1
mate signatures being output is Pr(E;) = (1 — —) “
e gy,
From this, we can get the advantages of solving ECDLP
problems:

1
"= Pr(E, NE,\E 2(1—*)—
81 T( 1 2 3) e 6((]1 + q, + 1)q”z . (5)

€

If malicious attacker A, can successfully forge two signa-
tures with the probability of &1, it can be inferred that C, has
the ability to solve the elliptic curve discrete logarithm prob-
lem. However, the existence of this capability is in apparent
contradiction with the fact that the elliptic curve discrete loga-
rithm problem is considered to be difficult to solve. Therefore,
it can be inferred that the probability of A, forging a signature
successfully is negligible. Therefore, we can conclude that
this scheme can effectively defend against the threat of Class |
attackers. Proof completes.

S Conclusions

This paper proposes a blockchain-based identity authentica-
tion protocol for loT devices in Web3, addressing security vul-
nerabilities in current centralized authentication methods.
Based on blockchain and certificateless cryptography, the au-
thentication process between loT terminal devices and authen-
tication nodes is designed, incorporating technologies such as
physical unclonable functions and fuzzy extractors into the au-
thentication protocol to achieve security features lacking in
current identity authentication protocols, such as resistance to
physical/cloning attacks and dynamic anonymity. Simulation
results demonstrate that compared to existing solutions, the
proposed identity authentication protocol has the advantages
of low computational/communication overhead. Additionally,
the security analysis of the protocol shows its excellent perfor-
mance against various malicious attacks.
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